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SYSTEM SECURITY AUDIT
The main objective of a system security audit is to take stock of all your informational assets' configurations and 
parameters. This audit is a all-encompassing and comprehensive process that follows a well established industry 
methodology known to obtain the desired results. Be advised that during a system security audit, all servers, work-
stations and other hardware (switches, routers, VOIP etc) will be analyzed in depth.   

THREE PHASES TO SUCCESS
Virtual Guardian has segmented its methodology into three phases to achieve a successful system security audit:

 1. The data collection phase: Using several specialized tools, our IT security experts will start the analysis process
     with an in depth penetration test as well as several manual verifications. The object of this first step is to quickly
     pinpoint as many vulnerabilities and weaknesses as possible in your IT infrastructure. Please note that part of the
     data collection phase can be handled by the customer rather than by Virtual Guardian personnel. This enables
     the customer to save up to 25% of the total invoice.

2. The data analysis phase: From their headquarters, Virtual Guardian's security analysts will proceed with a
     complete analysis of all collected data and all tool-generated results. 

3. The report and recommandations phase: Every system security audit comes with a fully customized report
     detailing all vulnerabilities and weaknesses found and rating them using a comprehensive proprietary severity
     scale. Furthermore, each vulnerability and/or weakness will be accompanied by recommendations on how to 
     correct it or mitigate the associated risks. 

DELIVRABLES
At the conclusion of the contract, Virtual Guardian will submit a report to the customer that will include the following elements: 

  Configuration description for all analyzed systems;

  Detailed description of all vulnerabilities and weaknesses found during the audit;

  Results of all tests conducted during the audit; 

  Recommendations to put in place in order to bring the current state of the IT security to the next level;

  An executive summary (Virtual Guardian proprietary chart format – see page 2).

The cost of a system security audit will depend on the number of servers, workstations and other hardware
components you would like to see analyzed. Proceding this way gives you the flexibility to adapt the number of 
systems analyzed to your budget and target the ones that are most critical.

Contact the experts at Virtual Guardian today to get a free evaluation for a 
customized corporate system security audit that will answer all your IT
security needs!
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